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Outline

« Context
« Access Control
— Strong password policies, 2FA
— Discretionary, Mandatory
— Least Privilege, Separate Privileges
« Attacks
— SQL Injection
— DoS (limit password length!)
— Brute force password attempts (iCloud)
— Internal vs. External (80% internal via Oracle)
— Separate server, updates, audit logs
* Inference Control

* Encryption
— Symmetric, Asymmetric, Hashing — tricky to get right!
— Whole Database (and backups!), Communication
— Sensitive Data (salting)

Security and Privacy
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Database Design and Implementation Process

Figure 10.1
Phases of database design and Data content, structure, Database
implementation for large databases. and constraints applications
Phase 1: Requirements Data Processing
collection requirements requirements
and analysis l l
Phase 2: Conceptual Conceptual Transaction and
database — Schema design application design
design (DBMS-independent) (DBMS-independent)
Phase 3: Choice
of DBMS
Phase 4: Data model Logical Schema Frequencies,
mapping —® and view design performance
(logical design) (DBMS-dependent) constraints
¢ /
design Schema design
(DBMS-dependent)
! .
Phase 6: System DDL statements Transaction
implementation —  SDL statements and application
and tuning implementation

Security and Privacy
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Guidelines

« Security as first-class citizen
— Early on security was an add-on, now it is everything

« Security via depth
— Don’t assume a firewall will save you

« Design for failure
— What happens after a breach occurs?

« Secure the weakest link
— Anything but the crypto!

« QObscurity is not security
— Keys in binary stand out like sore thumbs
— Stored procedures are not a cure for access control

Security and Privacy
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XKCD: Authorization

IF SOMEONE. STEALS MY LAPTOP WHILE T'M
LOGGED IN, THEY CAN READ MY EMAIL, TRKE MY
MONEY, AND IMPERSONATE. ME TO MY FRENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.

Security and Privacy
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XCKD: License Plate

CHECK OUT WY

PERSONALIZED
UCENSE PATE!

“M1-1111°7 )

/’\\

NO ONE WILL BE ABLE
TO CORRELTLY RECORD
MY PLATE Nl\)ﬂBER!

T CAN COMMT ANY
CRME T WANT!
SOUNDS z
FOOLAROOF

)
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| Spring 2016

SOON:

THE THIEF'S LICENSE PLATE
WAS ALLT'S OR SOMETHING,
OH. THAT GUY.
HIS ADDRESS 15
ONAPSTITIN
THE SQ(P;D PR

~“Sor=-
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Authentication Policies

e Passwords

— Enforce minimum length/complexity
* Also maximum (more later w.r.t. DoS)

— Require updates

— Goal: make guessing/cracking difficult
« Cross-service

« Attempts
— Enforce limits to avoid brute force (iCloud)

« 2 Factor Authentication (2FA)

— Often infeasible

— Implementation may weaken
* e.g. Social engineering

Security and Privacy
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Wentworth Institute of Technology

XKCD: Password Strength

~28 BITS OF ENTROPY | | \JAS IT TROMBONE? NG
0oooooo TROVBADOR, AND ONE OF

" o |
ON-GIBBERS S THE Os WAS A ZERO?
BASE WoRD ~ UNKNOWN 00 oo s y
I — AT 22‘, 2 DAve AT AND THERE WAS
| 0Z = SOME SYMBOL...
Trou b4d or &3 1000 GUESSES /sec
J T J 57 R oV, cracn A Sindn
CAPS? COMMON ~ RA Heer 1s Fns;rgz‘,;%r s NOT WHAT THE
SeETeNs NWE L Dw o Twm) DIFFICULTY TO REM
- PUNCTUATION IFAICOLTY T0 GUESS: IFFICOLTY EMBER:
it EASY HARD

~ Y4 BITS OF ENTROPY

correct horse _ba’cter_q staple

2“:552) YEARS AT

Q | | )
. | 1000 GUESSES/SEC
FOUR RAaNDOM 4
COMMON WORDS DIEFICOUTY O GUESS: D,FF%LU'TVY TO REMEMBER:
E ALREADY
HARD MEMORIZED T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE' PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS,.
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XKCD: Security Question

-EMAIL ACCOONT SETUP- | | Q: WHERE ARE THE —
TO VERIFY YOUR IDENTITY, RODIES BURIED? B?‘;’«'TCDET%E« .
WE NEED TO ASKYOU A | | At TggrinD THE | '
QUESTION Noggov ELSE | | ;
COULD ANSWER. ~

oo \ 3 O DAMN.

O S
l - |
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Discretionary Access Control

« Users grant/revoke privileges to other users

— Starts with root/superuser/dba
— with GRANT OPTION

* Privileges typically apply at multiple levels
— Global, database, table, column

 Access matrix model
— Users x Objects

 Fairly universal

Security and Privacy
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MySQL (user)

php

8l 3 © e -| Browse 4 Structure [ SQL 4 Search i-i Insert « Export =4 Import a: Privileges #” Operations 3= Triggers
(Recent tables) .. v # Name Type Collation Attributes Null Default Extra Action
4 New 1 Host char(60) utf8_bin No &’ Change @ Drop ® Primary [g Unique (=] Index [ Spatial ] Fulltext Distinct values
+—  chinook 2 User char(16) utf8_bin No &’ Change @ Drop > Primary |y Unique =] Index [F Spatial || Fulltext || Distinct values
:*‘ information_schema 3 Password char(41) latin1_bin No 7 Change @ Drop /> Primary [ Unique {&] Index & Spatial () Fulltext (=] Distinct values
= mysrjl 4 Select_priv enum('N', " utf8_general_ci No N &’ Change @ Drop > Primary [y Unique =] Index [§ Spatial 7 Fulltext || Distinct values
+7; c:I\LIJans_pn'v 5 Insert_priv enum('N', utf8_general_ci No N &’ Change @ Drop /> Primary [y Unique =] Index [F Spatial ] Fulltext [] Distinct values
L’V db 6 Update_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext =] Distinct values
‘:"'}" event 7 Delete_priv enum('N', utf8_general_ci No N &’ Change @ Drop /> Primary [ Unique =] Index [ Spatial | Fulltext =] Distinct values
f'V func 8 Create_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext ] Distinct values
Ii‘; g:;’:}e_l‘ca;;:;gory 9 Drop_priv enum('N', " utf8_general_ci No N &’ Change @ Drop /> Primary [g Unique (=] Index [ Spatial | Fulltext [=] Distinct values
*:,,y help_keyword 10 Reload_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext -] Distinct values
Tfr help_relation 11 Shutdown_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary [y Unique =] Index [Z Spatial 7 Fulltext Distinct values
i help_topic 12 Process_priv enum('N', utf8_general_ci No N &’ Change @ Drop > Primary |y Unique =] Index [ Spatial 7| Fulltext -] Distinct values
T_V innodb_index_slats 13 File_priv enum('N', utf8_general_ci No N & Change @ Drop /> Primary [ Unique =] Index [F Spatial 7 Fulltext Distinct values
4+~ innodb_table_stats
Liy, ndb_binlog_index 14 Grant_priv enum('N', " utf8_general_ci No N & Change @ Drop > Primary [y Unique =] Index [ Spatial | Fulltext =] Distinct values
Ly plugin 15 References_priv enum('N', " utf8_general_ci No N & Change @ Drop /> Primary [ Unique =] Index [ Spatial | Fulltext |] Distinct values
*:”V proc ) 16 Index_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary g Unique =] Index [Z Spatial | Fulltext ] Distinct values
}"1‘" proc.s_prlv. 17 Alter_priv enum('N', " utf8_general_ci No N &’ Change @ Drop /> Primary [ Unique =] Index [E Spatial g Fulltext [=] Distinct values
ti; :;:(zz_pnv 18 Show_db_priv enum('N', utf8_general_ci No N o Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext -] Distinct values
%,y, slave_master_info 19 Super_priv enum('N', " utf8_general_ci No N &’ Change @ Drop /> Primary [g Unique (=] Index [ Spatial | Fulltext [=] Distinct values
T 1 slave_relay_log_info 20 Create_tmp_table_priv enum('N', utf8_general_ci No N o Change @ Drop > Primary |y Unique =] Index [ Spatial 7 Fulltext -] Distinct values
ket slave_worker_info 21 Lock_tables_priv enum(N', utf8_general_ci No N &’ Change @ Drop /> Primary [ Unique (=] Index [ Spatial | Fulltext [=] Distinct values
I:i tsaIT)T;_sbjriv 22 Execute_priv enum('N', " utf8_general_ci No N &’ Change @ Drop > Primary |y Unique =] Index [ Spatial 7| Fulltext -] Distinct values
~‘0~1r time_zone 23 Repl_slave_priv enum('N', utf8_general_ci No N & Change @ Drop /> Primary [ Unique =] Index [F Spatial 7 Fulltext Distinct values
*"’V time_zone_leap_second 24 Repl_client_priv enum('N', " utf8_general_ci No N & Change @ Drop > Primary [y Unique =] Index [ Spatial | Fulltext =] Distinct values
':0' b time_zone_name 25 Create_view_priv enum('N', " utf8_general_ci No N & Change @ Drop /> Primary [y Unique =] Index [ Spatial 7 Fulltext |] Distinct values
T’V time_zone_lrans?t?on 26 Show_view_priv enum('N', utf8_general_ci No N & Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext =] Distinct values
I:i Eler_zone_transmon_type 27 Create_routine_priv enum('N’ utf8_general_ci No N &’ Change @ Drop /> Primary g Unique (=] Index [ Spatial 7| Fulltext =] Distinct values
4~ ) performance_schema 28 Alter_routine_priv enum('N', utf8_general_ci No N o Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext ] Distinct values
L— test 29 Create_user_priv enum('N', utf8_general_ci No N & Change @ Drop /> Primary [g Unique (= Index [ Spatial 7| Fulltext Distinct values
30 Event_priv enum('N', utf8_general_ci No N o Change @ Drop > Primary |y Unique =] Index [ Spatial | Fulltext -] Distinct values
31 Trigger_priv enum(N'. utf8_general_ci No N &’ Change @ Drop /> Primary [ Unique =] Index [Z Spatial 7 Fulltext Distinct values
32 Create_tablespace_priv enum('N', 'Y") utf8_general_ci No N &’ Change @ Drop > Primary [y Unique =] Index [F Spatial | Fulltext | | Distinct values
33 ssl_type enum(", '"ANY’, 'X509', 'SPECIFIED") utf8_general_ci No & Change @ Drop /> Primary [ Unique =] Index [F Spatial 7 Fulltext Distinct values
34 ssl_cipher blob No None & Change @ Drop > Primary g Unique 4=| Index [ Spatial | Fulltext =] Distinct values
35 x509_issuer blob No None &’ Change @ Drop > Primary (g Unique 4] Index [F Spatial 7| Fulltext [] Distinct values
36 x509_subject blob No None & Change @ Drop > Primary y Unique ¢=| Index [ Spatial | Fulltext Distinct values
37 max_questions int(11) UNSIGNED  No 0 &’ Change @ Drop > Primary [y Unique (=] Index [E Spatial /7] Fulltext (=] Distinct values
38 max_updates int(11) UEEEE Ny @ o’ Change @ Drop > Primary [y Unique ;=] Index [ Spatial 7] Fulltext | ] Distinct values
39 max_connections int(11) UNSIGNED  No 0 .7 Change @ Drop > Primary [y Unique (=] Index [E Spatial [ Fulltext [=] Distinct values
40 max_user_connections int(11) GEEE @ «” Change @ Drop > Primary |y Unique ;=] Index [ Spatial | Fulltext ] Distinct values
41 plugin char(64) utf8_bin Yes &’ Change @ Drop > Primary [y Unique =] Index [F Spatial 7 Fulltext Distinct values
42 authentication_string  text utf8_bin Yes NULL &’ Change @ Drop > Primary gy Unique 4| Index [F Spatial | 7| Fulltext || Distinct values
43 password_expired enum(N','Y") utf8_general_ci No N & Change @ Drop /> Primary [y Unique =] Index [F Spatial ] Fulltext =] Distinct values

Security and Privacy
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MySQL (db)

Server: mysql wampserver » @ Database: mysql » g Table: db “Database privileges”

7| Browse {4 Structure [ SQL \ Search | %t Insert | @ Export [5}

# Name Type Collation Attributes Null Default Extr
1 Host char(60) utf8_bin No

2 Db char(64) utf8_bin No

3 User char(16) utf8_bin No

4 Select_priv enum('N’, 'Y") utf8_general_ci No N
5 Insert_priv enum('N', 'Y") utf8_general_ci No N
6 Update_priv enum('N', 'Y") utf8_general_ci No N
7 Delete_priv enum('N', 'Y") utf8_general_ci No N
8 Create_priv enum('N’, 'Y") utf8_general_ci No N
9 Drop_priv enum('N', 'Y") utf8_general_ci No N
10 Grant_priv enum('N’, 'Y") utf8_general_ci No N
11 References_priv enum('N', 'Y") utf8_general_ci No N
12 Index_priv enum('N’, 'Y") utf8_general_ci No N
13 Alter_priv enum('N', 'Y") utf8_general_ci No N
14 Create_tmp_table_priv enum('N', 'Y") utf8_general_ci No N
15 Lock_tables_priv enum('N', 'Y") utf8_general_ci No N
16 Create_view_priv enum('N’, 'Y") utf8_general_ci No N
17 Show_view_priv enum('N', 'Y") utf8_general_ci No N
18 Create_routine_priv enum('N’, 'Y") utf8_general_ci No N
19 Alter_routine_priv enum('N', 'Y") utf8_general_ci No N
20 Execute_priv enum('N', 'Y") utf8_general_ci No N
21 Event_priv enum('N', 'Y") utf8_general_ci No N
22 Trigger_priv enum('N’, 'Y") utf8_general_ci No N

Security and Privacy
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MySQL (tables_priv)

7] Server: mysql wampserver » (@ Database: mysql » @ Table: tables_priv "Table privileges™

7| Browse ¥ Structure ;;j SQL L, Search '_i-c Insert | [i& Export |5} Import =

# Name Type

1 Host char(60)
2 Db char(64)
3 User char(16)
4 Table name char(64)
5 Grantor char(77)

6 Timestamp timestamp
7 Table_priv set('Select, 'Insert', 'Update’, 'Delete’, 'Creat

8 Column_priv set('Select, 'Insert’, 'Update’, 'References’)

Security and Privacy
March 28, 2016

Privileges ° Operations 2& Triggers

Collation Attributes Null Default Extra
utf8_bin No
utf8_bin No
utf8_bin No
utf8_bin No
utf8_bin No
on update CURRENT_TIMESTAMP No  CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP
utf8_general_ci No
utf8_general_ci No

(K
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MySQL (columns_priv)

7] Server: mysql wampserver » (@ Database: mysq|l » g Table: columns_priv “Column privileges™

~| Browse [ Structure ;;j SQL \ Search | %t Insert [ Export |} Import = =3 Privileges ,/9‘ Operations 2= Triggers

# Name Type Collation Attributes Null Default Extra

1 Host char(60) utf8_bin No

2 Db char(64) utf8_bin No

3 User char(16) utf8_bin No

4 Table name char(64) utf8_bin No

5 Column_name char(64) utf8_bin No

6 Timestamp timestamp on update CURRENT_TIMESTAMP g CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTA
7 Column_priv  set('Select’, 'Insert’, 'Update’, 'References’) utf8_general_ci No

Security and Privacy
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Mandatory Access Control

* Objects are classified with security levels

» Users are afforded security clearance

* Government model, not typically supported

Security and Privacy
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Privilege Policies

* Principle of least privilege

* Privilege separation
— Multiple users, each with least privilege

 Abuse

— Unauthorized
« Mitigate escalation attacks

— Authorized

« Teachers changing grades
* Firing a DBA

Security and Privacy
March 28, 2016 16




Wentworth Institute of Technology COMP2670 — Databases | Spring 2016 | Derbinsky

SQL Injection

SQL manipulation for nefarious purpose

Method

e String manipulation
— Parameters, function calls

« Code injection (e.g. buffer overflow)

Goals
« Fingerprinting
— Learn about service via version, configuration
* DoS
» Bypass authentication/privilege escalation

« Remote execution

Protection
« Parameterized statements
* Filter input

 Limit use of custom functions

Security and Privacy
March 28, 2016 17
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XKCD: Exploits of a Mom

HI, THIS 15

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

YOUR SON'S SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

Security and Privacy

March 28, 2016

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-- ?

~OH.YES UITTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
L TOSANMIZE YOUR
DATARASE INPUT.

18
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Denial of Service (DoS)

Any exposed interface
— Failed login
* Lock out users
» Resource utilization via long password verification

— Complex queries

Mitigation
— Resource limits
— Patching
— Monitoring

Security and Privacy
March 28, 2016 19
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XCKD: CIA

- 1 WHAT COMPUTER
HROXERS BRIERY 0K \WHAT PEORLE HeAR: [~ ] [| B e tene:
DOWN THE WEBSITE OF | | SOMEONE HACKED
THE CIA YESTERDAY... || INTO THE COMPUTERS SOMEONE ToRE DOWN
oF HE C/A ! A POSTER HUNG UP
.o BY T'-E C/A,’,/

2ol 9|1

Security and Privacy
March 28, 2016
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Protection

* Protect against internal attacks
— Oracle: up to 80% of data loss

* |solate DBMS
— Separate machine, VM

* Regular patching policies
* Audit logs

Security and Privacy
March 28, 2016 21




Wentworth Institute of Technology COMP2670 — Databases | Spring 2016 | Derbinsky

Inferential Security

« Relevant when offering parameterized access to
aggregate data
— But must protect sensitive individual data!

 Prior knowledge and/or clever exploration might
yield queries that reveal private information

— Find "average” salary of <insert conditions that
identify single individual>

 Techniques
— Minimum result set size threshold
— Added noise
— Group partitioning

Security and Privacy
March 28, 2016
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XKCD: Privacy Opinions

.9
L]

March 28, 2016

COMP2670 — Databases |

OPINIONS ON INTERNET PRIVACY

Spring 2016

THE PHILOSOPHER: THE CRYPTO NUT: THE CONSPIRACIST:

’PRIVACY* 15 AN IMPRACTICAL | | MY DATA 15 SAFE BEHIND THESE (EAKS ARE JusT

WAY TO THINK ABOUT DATA IN | | SIX LAYERS OF SYMIMETRIC THE TIP OF THE ICEBERG.

A DIGITAL WORLD 90 UNUKE. | | AND PUBLIC-KEY ALGORITHMS. | | THERE'S A WAREHOUSE

THE ONE IN WHICH QUR S0CI- IN UTAH WHERE THE NSA

Mo {( WHAT DSTA i HAS THE ENTIRE ICEBERG.
50 Bm STLY ME EMAILING \
* | | WITH PEOPLE ABOUT T DONT KNOW HOW
? CRYPIOGRAPHY, THEY GOT l}T THERE.
THE NIHILIST: THE EXHIBITIONIST: THE SAGE.:

JOKES ON THEM, GATHERING MMM T SURE HOPE THE NSA | [ T DON'T KNOW OR CARE WHAT
ALL THIS DATA ON ME e, | | DATA AMYONE HAS ABOUT ME.
AS IF ANYTHING I DO 00PS T DRPPED SOME ON l
MEANS ANYTHING. MY SHIRT! BETTER TAKE ITOFF; DATA 1S IMAGINARY.

GOOGLE, ARE Yo THERE? THIS BURRITO 1S REAL.
GOOGLE, THIS LOTION
FEELS S0000 GOOD.

N

fum.
\

o

Security and Privacy
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Encryption

Symmetric
— Single key encrypts/decrypts

Asymmetric
— 2 Keys: public encryption, private decryption

» Hashing
— No decryption

* Encryption theory is solid, implementation is tricky
— High-quality randomness
— Bug-free code

Security and Privacy
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HEARTBLEED MUST
BE THE WORST WEB
SECURITY LAPSE EVER.

WORST 50 FAR.
GIVE VS TIME.

P

I MEAN, THIS BUG ISNT

JusT BROKENI ENCRYPTION.

IT LETS WEBSITE VISITORS
MAKE. A SERVER DISPENSE

RANDOM MEMORY (ONTENTS.

3

Security and Privacy
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XCKD: Heartbleed

IT'S NOT JUST KEYS.
ITS TRAFRC DATA.
EMAILS. PASSWORDS.
EROTIC FANFCTION.

IS EVERYTHING
CDMH?OM;SED?

WELL, THE. ATTACK 15
LUMTED TO DATA SRED
IN COMPUTER MEMORY.

50 PAPER IS SAFE.
AND CLAY TABLETS.

OUR IMAGINATIONS, Too. |

9EE, WEW BE FINE.

2]
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Basics

* Encrypt database files
— Including backups!
— Native or 3rd-party wrapper

— Can be difficult to implement while being
resilient to restarts, high-performance

* Encrypt application communication

Security and Privacy
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A CRYPTO NERD'S

1

COMP2670 — Databases | Spring 2016

XCKD: Security

IMAGINATION *

HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CLOSTER TO CRACK \T

NO GooD! IT'S
uo% -BIT RSA‘.

EVIL PLRN
1S FOILED! ™

WHAT WoULD
ACTVALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELlS U5 THE. PASSWORD.

GOT IT,

ﬁ

Security and Privacy
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Sensitive Data

* When dealing with sensitive data, always
consider how It needs to be used

* If only verification (e.g. password), hash

* If usage, encrypt

— Ideally segment usage (e.g. CC entry vs.
processing = public/private + last 4 as string)

Security and Privacy
March 28, 2016 28
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Password Salting

« Salt = additional input prepended to
hashed value
— Ideally 1 salt per sensitive value

— Stored text = salt, hash(salt + sensitive value)
* Possibly several hashes

* Increases complexity of usefully
processing bulk data

— Re-use within service, across services
— Rainbow tables

Security and Privacy
March 28, 2016 29
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XCKD: Encryptic

HACKERS RECENTLY LEAKED /53 MILLION RDOBE. USER
EMAILS, ENCRYPTED PASSWORDS, AND PASSWORD HINTS,

ADOBE. ENCRYPTED THE PASSWORDS IMPROPERLY, MISUSING
BLOCK-MODE. 3DES.  THE RESULT IS SOMETHING WONDERFUL:

USERPASSWORD  HINT

YelBacclab270246

HelfacclabTh2dg WEATHER VANE. SWORD

YelBacclb272d6 aDa287eblealica NAMEL

Sbabbb2 7606664 DUH

Sbabb2?9e06eb6d #0287beblealica T

Bbabbb2Me066b6d 35cidaBldalBede S F

YelBacclab270246 FAVORITE OF |Z APOSTLES

1akMacBodobeScn Ta2dba0u28T6eble  WITH YOUR OWN HAND YOU
HAVE DONE ALL THIS

alfIL2b6209e2b eodeclebob7397 SEXY EARLOBES

alfbIbe2i9ehlb 6i7b0217727485 BEST TOS EPISOPE

397387ad000Sa7 67ab0217727485 SUGPRLAND

S

Tb2aeB6dabeca NAME + JERSEY #
B77ab7883d306261 ALPHA
B77ab7889d3%6201
B77ab7889d386201
B77ab7889d386201 OBVIOUS
B77ab7883d306261 MICHAEL JACKSON
3ol T2 cadeby FocoldTid"dectdS
3aTcI2Mcadebt| FocoldTidHdeckdS HE DID THE MASH, HE DID THE
3alcT2Mcadebty PURLOINED
| o20eSACNTaF o GealdMedidec s TRM 1 IATER. S OAKEMOLL
THE GREATEST (ROSSWORD PUZZLE
IN THE HISIORY OF THE WORLD

Security and Privacy
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Summary

* When dealing with database applications,
security needs to be a first-class citizen,
considered at all levels, preparing for
failure (the weakest link!)

— Obscurity + Security

* We covered issues/best practices related
to authentication/authorization, common
attacks, inference control, and encryption

Security and Privacy
March 28, 2016
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XKCD: Password Reuse

PASSWJORD ENTROPY |5 | | SET UP AWEBSERVICE BAM, YOLVE GOTA
RARELY RELEVANT. THE | | TODo SOMETHING SMPLE, | | FEW MILLON EMAILS,
REAL MODERN DANGER | | LIKE IMAGE HOSTING OR | | DEFAULT USERNAMES,
1S PASSWORD REUSE. TWEET SYNDICATION, S0 | | AND PRSSWORDS.
How 50? A FEW MILUON PEORLE

o SRR o)
T

TONSOF PECRLE USE | USE THE LIST AND SOME YOUVE NowW GOT A Few
ONE Pasguiorp, | PROVES TOTRYAUDMATED | yynngep TopsaND REAL
STRONGORNoT, | [OGNSTOTHE 20 R 30 IDENTITIES ON A FiEW
FoR MosTACouTs, | MOST POPUAR SITES, RS | sz SERVICES, AND
S BANKS AND PRYFRLAND SXH. | NogoDy SuSPECTS ATHING.

oG .o ) ADTHEN
7? \JHRT?

FAEBOK|
OMAIL
PrYRAL
TUIMER
WELL, THAT'S WHERE' T COULD PROBABLY NET A LOT OF MONEY,
I Gor STUCK. ONE WAY 0R ANOTHER, IF T DID THINGS
You DD T”'S’ CARERULLY. BUT RESEARCH SHOMS MORE
WHY U'D YO 7K MONEY DOESN'T MAKE PEDPLE HAPPIER,
T HosTED SOMANY ONCE THEY MAKE.
U"’RW’T ENOUGH To AVOID

N\ DAY-TO-DAY
SERV'CES ANANCAL
STRESS.

Derbinsky

Security and Privacy

T (oud MESS WITH PECRLE | [ S0, HERE T ST, A
ENDLESSLY, BUT T DOTHAT | | PUPPETMASTER WHOWANTS
ALREADY. T COULD GETA NOTHING FRoM HIS FUPPETS.
POUTICAL. 0R RELIGIOUS

1DER QuT O MoST TS THE SAI“E

OF THE |WoRLD, BUT oH?
SINCE MARCH OF Googte \ O

1997 T DONT \_ HAS,

REALY BEUEVE 7? 0
IN ANYTHING.

OKAY, EVERYONE, WE CONTROL
THE WORLD'S INFORMATION.
NOW IT’S TIME TO TURN EVIL-

WHATS THERLAN?  Maxe

marsnor ev! |\
oSS oyt
O ' ' THE LO[BY ™v!
1 OKAY,
Soale’ WE SUK
i G oogle AT THIS.

WE ALREADY DO!
SET P A COMPANYWIDE
CoD4: MODERN WARFARE
TOURNAMENT EACH WEEK?




